E-mail: jig@aircas.ac.cn EPEI%%H???E 1

Website: www.cjig.cn JOURNAL OF IMAGE AND GRAPHICS

Tel: 010-58887035 O EESRERFRRINTE

PEESES: XEFRIRED: A XEHS: 1006-8961 (XXXX)XX-0001-26

W33 A& Li JiaYe, Zhang MinQing, Huang SiYuan, Feng Pei, Liu Lang. XXXX. A (‘omprehensive survey on visual forensics for Al-Generated
image detection. Journal of Image and Graphics, XX (XX):0001-0026(Z=AE, SRS, ¥, MR, XITR . XXXX. X2 ATE pEME A
MBGER AL A . PEEKSEEFHR, XX(XX) :0001-0026)[DOL: 10. 11834/jig. 250624 ]

W2 3135e 70 AT A A B 548 U BUE $ R £R i

AqE b2 REUE ", R, B, x| R
Lo R TRERFEN TR BT P4 7100865 2. B TRERAET TS BV VE4 710086; 3. iV TR R FH&H T
e BV PE4E 710086

#  E: NTEGE(Anificial Intelligence, AD) A BN AR BB R IG5 1L T /™ E AR EAEHL, ALZE S MG T 2
A 22 A HCUE BTSSR A A 0o ORI Ay AR Y4 TR ) 32 AR 5 A0 A 1 Ak S A R I 2L A RIS, AR SCHR H — A
“EE WA G — S HTHESL % ALAR BG4 R IEAT RGEMELRR . 158 AR SO T & IR Ph 5“1
FL P RARASPE S 1 X S JE A DT 3R %0 45 207 1k 09 AR SR AR R A 2 i PR o ey, “UE O " 20 3 T 42
A B e B B AR R R S IR — SO O R R 30 5 1 A7 LY S B AR TR i A S B — B 2 TR, X
SB[ A A A PEA T R LR S o v, o R B RS AT 45 e AR T U AR, AR SO R 1 R I AR iy iR
SR S RS0 1) IR ™ 1) = Bl AR LS A AT B A L R e R AT T RO e A iz AR T R R
PR, AR L e A o 2 A2 2% A A I A O R R . A AR SCR 8 T L 5 i N T B IS AR I At B e
FAT f PR A 2 A P R ATAG AR R X L T RIS o RIBs, AR SRR DC T RS SC B ARG #6211 2 GitHub
B (https : //github. com/qqqqwddw/wesome-image-Detection) , H- 48 35 1) B4 45 5 53 M B4l 1 4% % ScienceDB 41
[X (https : //www. scidb. cn/detail? dataSetld=d6427185d9ff4c43bb6b190a117d723b) , MG e 55 2% . fa , A SCHR
BTG JE T SRS (4 I B S SBOIE S 48 25 A R 5 7 ), SR v 8 T i e 1) AL A= e R A DA 3=
RIS S %,

KERIR: ZWORIBGIE ; ATA RCBMRAG I 5 TR S DA 35 5 AL ) 5 S i Al 5 vz Ak

A comprehensive survey on visual forensics for AI-Generated image detection

Li JiaYe"?, Zhang MinQing'?, Huang SiYuan'?, Feng Pei, Liu Lang'?
1. College of Cryptography Engineering , Engineering University of PAP, Xi’an 710086, China; 2. Key laboratory of CTC&IE ( Engineer-
ing University of PAP) , Ministry of Education, Xi’an 710086, China

Abstract: Al-generated image detection technology aims to distinguish synthetic content from authentic imagery to safe-
guard media integrity and facilitate the subsequent forensic tasks further. In recent years, it has been a concern in the field
of information security, especially in artificial intelligence-related industries like judicial evidence verification, social
media moderation, identity authentication, news broadcasting, and political security surveillance. Moreover, the growth of
generative models has been promoting deep learning-based detection algorithms. In particular, the emergence of advanced
techniques, such as the Variational Autoencoder, Generative Adversarial Network, and Denoising Diffusion Probabilistic
Model, has led to a qualitative leap in synthesis quality. However, a comprehensive review and analysis of state-of-the-art
deep learning-based detection algorithms for different generative attacks are required to be realized to address the current
theoretical fragmentation. Thus, we develop a systematic and critical review to explore the developments of Al-generated

image detection in recent years. First, a comprehensive and systematic introduction of the detection field is presented from
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the following three aspects: 1) the evolution of forensic technology from handcrafted features to deep representations, 2)
the prevailing deepfake datasets, and 3) the common evaluation metrics. Then, more extensive qualitative experiments,
quantitative experiments, and generalization evaluations of representative detection methods are conducted on the public
datasets to compare their performance. Finally, the summary and challenges in the forensic community are highlighted: In
particular, some prospects are recommended further in the field of digital forensics. First of all, from the perspective of
learning paradigms, the existing image detection methods can be divided into two fundamental categories, i. e. , the Dis-
proof Paradigm aimed at identifying falsity, and the Truth-Preserving Paradigm aimed at modeling reality. Specifically, the
Disproof Paradigm focuses on extracting specific forgery traces including frequency domain artifacts and spatial inconsisten-
cies, while the Truth-Preserving Paradigm targets the modeling of intrinsic real image distributions to detect anomalies. In
addition, the domain of deep learning-based detection algorithms can be classified into the Convolutional Neural Network
based fusion framework and Vision Transformer based framework from the aspect of network architectures. The Disproof-
based framework achieves the feature extraction of manipulation signatures by supervised binary classification, and accom-
plishes deep feature discrimination via learning distinguishable boundaries between real and fake domains. To clarify the
transition of methodologies, the Truth-Preserving framework is originated from one-class classification and reconstruction
principles. From the perspective of the supervision paradigm, the deep learning detection methods can also be categorized
into three classes, i. e. , supervised learning, unsupervised learning, and self-supervised learning. The supervised meth-
ods leverage labeled synthetic data to guide the training processes, and the unsupervised approaches construct loss func-
tions via constraining the similarity between the input and the learned manifold of natural images. The self-supervised algo-
rithms are associated with the masked image modeling framework in common. Our critical review is focused on the main
concepts and discussions of the characteristics of each method for different forensic scenarios from the perspectives of the
network architecture and learning paradigm. Especially, we summarize the limitations of different algorithms, such as the
generalization failure of Disproof methods and the modeling complexity of Truth-Preserving methods, and provide some rec-
ommendations for further research. Secondly, we briefly introduce the popular public datasets such as FaceForensics++
and WildDeepfake and provide the interfaces-related to download them for each specific detection scenario. Then, we pres-
ent the common evaluation metrics in the forensic field from two aspects: classification-based evaluation metrics and
robustness-based metrics designed for cross-generator settings. The generic metrics can be utilized to evaluate the precision
and sensitivity of algorithms of those are accuracy-based, error rate-based, receiver operating characteristic-based, and
area under the curve-based metrics in total. Some of the generic metrics, such as Accuracy (ACC), Area Under the Curve
(AUC), Equal Error Rate (EER), and True Positive Rate (TPR), are also used for the quantitative assessment of general -
ization. The specific metrics designed for localization consist of pixel-level intersection over union and bounding box preci-
sion that employ the pixel-wise masks as the reference ground truth. Thirdly, we present the qualitative and quantitative
results, and average inference times of representative alternatives for various forensic missions. Finally, this review has
critically analyzed the conclusion, highlights the challenges in the detection community, and carried out forecasting analy-
sis, such as cross-domain image detection, high-level semantic consistency-driven detection, anti-forensic robust detec-
tion, real-time mobile detection, explainable forensics based on physical imaging principles, detection under extreme com-
pression, and comprehensive evaluation benchmarks, etc. The methods, datasets, and evaluation metrics mentioned are
linked at: https://github. com/qqqqwddw/wesome-image-Detection; https://www. scidb. cn/detail?  dataSetld=
d6427185d9{f4c43bb6b190al 17d723b
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Fig. 1 Theoretical framework of Al-generated image detection

based on dual learning paradigms
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Fig. 2 The evolutionary course of image generation techniques
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B 1j 4 %
atagel ﬁéS) i; FF++ X sciencedirect.com/science/article/pii/S240595952500027X
- WA . . . ) .
Bai % A\ (2025) - FF++ X sciencedirect.com/science/article/abs/pii/S0893608024008384

i PN FIRARES IR ISR G e ; 7 IR AT UL T PR R 432 48 SO b

3011 FETREE AR BN A Dt R AR~

DB GE T 5 5 40 o WKL S i, i T 2R
R % 38 SR FH_E SRR (up-sampling) #/E , A AT i 6
HIREIR 1 B AR EHR BOE S H LR, TR A0 R 25
] PN gt BT AT gl 4 O B O 3 4 20 (Durall 55
2020) .

((a)Original; (b)Output;(c)Residual )

Qian 55 A (2020) $2 1 T F*-Net, 2R £ T4l
PE PR AR LG SR o AR, AR EAETEXTJPEG
Js 245 45 J Ak PR v R SRR, BRI T LA B S 7 5
R EREE . BEXX —JRIBR , Liv HAF A (2021) 42 H

T 23 VA e J2 2 20 I 46 SPSL. 1% 7 1538 1 #i )
T SUAE BT 5 AR R T B AR A AL 1 Ay
fiE, 2y T AR X J A B 0 (437 L RE

UG BRI RIS T HE R (R AR 15 [ 2 A
T B SRS AFTE A . Luo %8 A (2021) 42 Hi Y HFF
5 Kashiani 5 A (2025 ) £2 1 1Y FreqDebias WG T
F 3 W AR A7 T I a3 AT s | ATE R AL
5 DU Ak 3R W, TR R ) o A ) M R
(AT FEAG IE 2 2 2% o VR 5, DABREE Al 11 2
GiEN A e R NE B VA SR Nt Fii e N il WY (921U E 53

ARXPUFAEEONE AR THE RV RS T
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(h) Hh

(a) J5lf

(¢) 25

(Durall et al,2020)
KI5 ESRAESE 22 5% (Durall 5%, 2020)
Fig. 5 Upsampling spectral difference

Br TR BRGS0 — BT U Oy I R
TR R AR T s s DBk A B 5 L R )

PRI 7 S BV 05 A

) BEHCH R R I . 5 AR R S —
JT5 1k ELHEE X A B He (Blanz 55,2004 ) i R H Y
Py T S B A8 G B I AR - -
G B TR X A AR AT AR I AR B 5 S48
FALE T RRONE . T 22 R Wi o 2T SR s
o i 2E AL I A AR AR R bR T 0 1 B A PR
G 2 O o ) s EQT NS S LIS A
242>) . WK 6 I 7 , Shiohara %5 A (2022) 2 T A IR
G AR (SBD) Jr ik il i 78 FLSE B IR & 6 i O
Pl " FEAS | 30 (AR Y 2 37 38 FH 0 fl A 0 AR AE g
R A2 Az A 00 O DL, 7E s B AR K rh S T
86. 83% MY 1= A %

Bifi 5 , Chen L5 A (2022)#2 ) SLADD 5 Jiang
25N (2024) $2 H 1 Bi-LIG #E— 5 A T X e dt shl
il 38 A A 8 v M B Y B A A SR B T 01 Y
R e, PR T R e AR A G ) B
B, SEB T B ) B A ARz AR RE T o SR, A AL
P B T B A B A E A . L
T 6T 4 L A B S AN EL A W B0 B i O s v ik,
RO B 25 FEA 2

3) By A SRR A . A AR AR A T
Il “BE4E 2% 2] (Dong S %5 ,2023) " APk % , RIASE L {65 1t
TRV 28580 R B iy 5 B bR 4 Z TRl A
TEOCIR , AR~ > AR 9 PR 1 AT o

iR - BfrERITRE

| R

BANEG !

" «\

\ |

ﬁ \ i

Ve P

| |
PIRES HEFER | smams
)

K6 Bt hizs ki

Fig. 6 Learning detection of simulated artifacts

o T O i R AE 5 By A B 2] 281 )
(Guan 4§ ,2024) , i 52 F 4 T VA B 00 i Rl M AZ 0
ORI S VY I = 1 T e N = B N (| o
fi) g SRR L SR A7 8% . TID (Huang B 57,2023 ) F
Sy RS R T e R X L2 2 A0 S X
FRRRAE 4> B9 o S5 0RM i IR EZ TRIR G IR T
AE PR 5 5 R A L 0 AR AR T i £l b AUC 48 5t
B,

FESCIERE I, 5 2 58 iF— 20 ket A 1Y
IEAE A R s o an&l 7 Br 7, UCF (Yan %5, 2023) 51
AT ZAL 5% N IESC AR, 5 S RHmRET
55 By 00y 1 22 1138 F BR 1 Rp AE 725 [R], DT (2 3 42 7
TR B AR AR RIS B s T R

Sy A 5 % ) B AE Tl 2o o3 B TRVE TR ok
PEACARFAE 27 25 (], DT 2% il 3 B2 Ak BE 1 32 BR )

3
it

x F5

PRI s
A 7@, A

BN
I

Fivali

15
ABHRBIER

s mm B
CO EHE

PR IBIRE

BT BETRT 2 T 0 B Oy R e R s 14

Fig. 7 Contrastive learning-based image detection
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HRA ] R, SRTIT , Fiff R SR s P A 280 PR AR T 24 T iR
BE o A5 A 2 AT BT 05 R A M A R S AR G
() B D T 2R R 0 NI I Be Jy o PR, 4n
LRI BEAR 27 2 5 O B A R 5 B 2 ) S A
FERUA | 1R 2SR A — A SRk K -

3.1.2 BT ARWIE oA 5 A4 Y0 B E 1 1 B S
AR ]

1) T PR S w R IIHLE . 76 “AfF B
KELEMAE ST, —FhE 2 J7 1524 Deepfake £
I EE A4 A B2 45325 (One-Class Classification, OCC)BE
SR ) 23U A O R LA
B H AT — A BB E T L AT O
FEAS S TR Ay i 2512 53 A %) B 4E o

BT X — 2, W1 UG B BB R A TR 3
FA B S R B AR o X B VA AR R i TS
bR RV Y| A el i I (e I O
(variational autoencoder, VAE) (Kingma %5 , 2022) |
GAN (Goodfellow % ,2020) , I FH [ 5 A 5 2 5 {EL
Ve A oA Y (Shi 25,2025) o BRI Rt £ 1 B
AT T R T — 5 Wz AR 3 (R ke = gk
AR PRSI AT AT ME LA A RCR AT i BT h i Th A AE 1Y
IS . T R TR Y R S e
LARFIFMRIRR A8 N AES 5. —I7
Ifi , LA RECCE (Cao %5 ,2022) At &M Ir 5| A T Bk
B UALHESE | K F 5% 2 A — B AL, A
MBI A G S/ K2R S0 K. A —T7
Ifii , See ABLE (Luo 2, 2021 ) 25 F 7 Il 8 88 1 A 5] {1
153 F T ST T S B SRR R A AR T
T XA O B B RE ) o LT RIVE IR AR
I IEAE PR+ 8R4 110 AUC - 348 431 v]
ik 97% F198. 5%, SR, 76 HBK A% A WildDeep-
fake 445 I, RECCE 45 7 ik iy PERE 1 90 10 3 T I,
TP HZ bR A R T

SR IN Ty 1 ) S B IAAE T HON R PR 5
ARYIN S, T 28 6 A S o 19z AL RE 7 o SR,
AL BR: BE i B AR T XoF L SR 43 A AR A o
P RIASE Y (1% A7 006 O 25 B4 P T ARG I 3
PRI, 27 ) o ELE e AR N 7 I IS R IE 6, LA
U0k A MR B SRR AR RS, IR I A — S 6
HERFSY T I . Batagelj 55 A (2025) £ 1 Y M-Task-SS
HE SR I3 — 7 ] ) B A AR 3

WE 8 Fr/R LI T A B A W 2%

BEtE e BT
Pl BEHEEBMSHD

LB
K8 ZATsr I HER

Fig. 8 Multi-task learning framework

REEER

S5 M Z AR5 MR OC AL RO SR, 5 | S A L A e
Z PR MR B B DL ATS B S 47l 2 i S SO
U R A YA i — Bk . SeER R, Tl i
X LSRR Y AR RE ) L 12007k W AR T A
R Z AL T BRI BE TR A B U g
A A B RIS S A R

) AW S S U AR EE . X 5T 2%
I B Bl 18 5w A, g — R T A L R R AR
SR I BEAS (0 Bl A RS A TR . %A
R ORI A A R BE A G e LAY S0, (5
TS G F i) N B i S 3 LA 29 R 07 T
FAEAR TR . X — WP I 20 T — S
JUMATH D7 1) “ Bh A AR AL (i B . Xie S8 A
(2025) £ 5 19 GrT i 12 £ T 350 5 78 A5 4 JL AT 41
FAE R R T DL N 20 A1 Ay B 1) S ]
HL(support vector machines,SVM) . iZ T EFIH T H
S NG AE ) o7 b RS AR R R 1, A RGR N T AR G
BN TUE E AL S5 5 A b 7 A AR A SR
Bl Az BT i AR T, AT O 0 W A T A [
) 2 75 A4 BLAE 5, Ciftei 55 A (2024) 42 H (1) Fake-
Catcher, 5T Phy 3 NG 388 55 4k LA 4E 35 350k ] [) 20
(4 I3 20 3 A A, 54 b R G AR AR R 1
W RN 2SN IR R D B E X €5 R f Ay S
I Ot A, J5 o8 AR R B A 15 5 i Al S
I T

XA MRS RS AL A 1) Sl A A BT
SRR H AR LA, S 0BT e B E AR O 1 T R
THRT YA BB AERE . SR, S A
32 2 W] W A 24, R IR A4 E s BB T I ReAT
L= L BT A I TR T S A e 1 e
6 50 TR 55 R B 2R T 4% R AT B R 2 R L G
218 JUAT S AR B S DXOIRAES Ab b i 48 R 2% 1 i 5 |
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Fig. 9 Topological structure of facial

FAFT , TR B S MR T i B 9 [R5
R sR AR AR S R E 2 A R T Y B

R 12 WEPEAG AN [ I 0 A X 22 Rk P 1
ks I AL RE I B, AR BT FF++ | Celeb-DF K
DFDC 25 F it B E R e R AT e X b . TR AT
oA B R R 2 W, A A W A AT 55 1) s 1AL
DAL K e, XM 1 R A % SR S 30 400 1) Al
SRS B 455 150 A7 TR 22 5, (EIZ AU 20 TA
{8 VA YA R 00 O DG BB B < 1) TAh B, A ]
G 45 DA JBIR BR 5 L B IBURRAE | BE S 2R 4T X 5%
SIH— AT 2) YU B, S ITA B AR
ARSI AT AN R 1 He 2 R sl 7 4 5
3) R AR R, K Ach TR 1 i e ARSI PR 2%, g L
FEAS g Dhits EIR BOME R 3 80 4) Fa bR i3, BT 4
B Y T 43 B B AR A4S, THD ACC (accuracy )
AUC (area under the curve) .08 Fr o

ity B A, LA 1) HE AN ] SCHR iR 75 1)
S0 B A T A A R DR A 2% AE S AR K ak AL
RSB E EAl BB 22 o N T B R AR L
PR AP SR A RO A1 B e
PSS TR, 2R 398 1 A A [ i e A L 52 50 L
T AR SRE PR o T, A OCKT T AR B TR
P A B BEIEHE RS TR R T 87 AR [m) 2 20 =X
FE [ PR S BE B2 A 5 B R A AL R

L= 15O 11X = W ¢ S S o O N A R B 7Y )
K B, EL T I e A KU . AnR 3 i
BT 310 B 5 U0 Shiohara 55 A (2022 ) sl 4F A #5 41
Yan 55 A (2023) (9 75 6 A5 IR [R] I8 19 FE++00
I AUCHIZRIE T 99. 6%, R, SRR i 2E
IR B SRR T BOLZ AL G R PERESS . L Liu H 5§
N (20210) W3 3 A 7 ik A ), 24 I IR S I RS 2 R

HI) Celeb-DF 8¢ DFDC B, HAkfig H B T 7 2 20 F
Bk, AUC S5l IR B 5 20%. 1% — B B A 1t
PEUE T X R A AR TR S LG AT 29 T
BRAE AR I TG 5 N iz bR B

R EE R R R SR M R R
FARR T RE I PE . R R T I S I IR TE
FF-++ (8 48 XPR B2 B I T SOTA MR 2 Ik 0
HAETE BB PE Y Celeb-DF B4 48 I SC T 7k
RE SR , [R) B 7 125 2R It R R T AR e R
X FE 3 T AR PR A S (Cifted 25, 2024 ) B 5 R — 5
PRS0 BT R RN, B AR TE T B SRR AN
TR AE B BT, (A B2 A9 R AE T 42200 A A AR
Jo e, DN A A B R L B TSR A A AR

25 TR A ARSI L AR I A T A G Y
R 5« SRR AE “UEOh ™ A0 T8 b 3 SR s 4
YRR | 38 2 B ) < A7 L 3 2 DA 98 B 2 1) 72 £k
BT X — ST HR Y SE M, B RS T
Ja ST YA X — AR

PRI, Qa2 8 o 5 DI 2 i 1) G 1ol , I
K RERGARBOSR AR RRAE I 202 AL B AN oA 1)
RG2S | 5 Ry 12 45U 8mk i 25 i D 14 [
3.2 TEEEAERREET

Wit 5 A AR A I 4 s S R AT 0 LA
3 FH PN 5T 0, AT 5 T I 10 A0 DR R A Ry s
Wz A . A IR 1 ff BE A, T 1) 4 B 1Y
Deepfake Kl AT 440y —Foi e 40 29 0 BYRFERAG
M3z 5, Hor ks s BEARIs ARG fr LA Ak 5
) B — S5O A 38 5 VA T ) 3 D A S P A R D)
— TR T X AR R AT: 55 0y LS
S B 1) PN R TR LS R 0 o sk R AT s R
AR5 BRA (1R ARG Iy 3 A 7 A R 1 3 7 e T
U, 38 A B N 28R - 41 X Deepfake #6101 A fi7 20
B MR ERT & s e at iz (L e J 55 2y e
Fivat . P TEASIN E A v] R S5 DA K O A 8K
PE S AR NFE B X R i “UE O 5 “ fr B
PR ) TE AR R S N R 25 Ak R AR 5
PRERAR . ST I, AR SO R X SRS I g R 2, — 2
BT R R IE S, oA O TR A NI IR R
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O TIRFET SRR A AF B IS, T RS
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&3 KRN Deepfake 1 il 5 % 7 B iR 5 B 1337 = T HYMERERT LT Al

Table 3 Performance evaluation of Deepfake detection algorithms across intra and cross—domains

s BARTR SHIM Fﬁﬂ%) &ﬁgg%) D£$%> %Qgﬁ
WY Kashiani ZE A (2025)  97.5 83.6 74.1 82.88
UL oA Chen LA A(2022) 984 79.7 76.05 76.9
WEHIER W AhE ShicharaZEA(2022)  99.64 93.18 72.42 87.33
Ry Liu HZ A (2021)  95.32 76.88 66.16 -
AL AR Yan % A(2023)  99.6 82.4 80.5 82.8
RS Ciftei A (2024)  94.65(ACC)— 91.50(ACC) - 86.48(ACC)
FFEIER k% Larue % A (2023)  98.5 87.3 75.9 83.2
o] Cao%5 A (2022)  95.02 99.94 91.33 74.47

T ML PR R 28R T B PEEE 2R, =7 3% 5 JEX LA AR 2 , (ACC) i SCOUERBERR S HERS 3

F AN TSI FRE T, ST LTS,

SO PR A IX S8 7 AR R 2 A S A 4 1) 51 SO A AR SR G A ROB 85 15
AR 5 TTHK SCHRE AR IR B0, SRS 32 2 AR LR )

3.2.1 FETHREA SRR EA GG IR OhE R BRGETTRE 3 A AN R R TT TIRAR R
x4 BREREGEERUKRA

Table 4 Key detection technologies for general-purpose generated images

=
=5

0y 275 3k FH YIgBdEsE i THIR AR SCHEHE
Dzanic %8 A (2020) ﬁﬁﬁj FFHQ % X https://arxiv.org/pdf/1911.06465v2
5
2020
Iy i . .
Mi %5 A (2020) I PGGAN X https://ieeexplore.ieee.org/abstract/document/9093190
g
Jeong % A (2022) ﬁﬁfﬁ ProGAN % N https://github.com/SamsungSDS-Team9/BiHPF
5
" an .
2022 Dong C 45 A\ (2022) I BigGAN X www.comp.polyu.edu.hk/~csajaykr/deepdeepfake.htm
5
Chandrasegaran %\ ﬁ};ﬁﬁ] ForenSynths N https://arxiv.org/abs/2208.11342
(2022) 2
e L .
Epstein 5% A (2023) 1t Midjourney 5§ X https://arxiv.org/abs/2310.15150
Ojha % A (2023) %E}*% ProGAN N https://github.com/Yuheng-Li/UniversalFakeDetect
2023 =
- etk - : .
Ma %5 A (2023) % CelebA 5 X https://icml.cc/virtual/2023/26129
1A
5 HEh A .
Sha % A (2023) e MSCOCO X https://dl.acm.org/doi/abs/10.1145/3576915.3616588
s
He % A (2024) ﬁg% JeI %k N https://arxiv.org/abs/2405.20112
A
2024 X ‘
5 LIE: Y/ A .
Yu %A (2024) 1" Midjourney 5§ X https://dl.acm.org/doi/10.1145/3664647.3680776

© [ KB KL AU



13
ZEr, KEE, ERE, B, MR
W33 Al B E G A BUIE £ AR LR5R
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Sarkar % A (2024) Qﬁg% Kandinsky-v3. v https://projective—geometry.github.io/

Sinitsa 5% A (2024) @g th Midjourney % https://sergo2020.github.io/DIF/

Alam %5 A (2024) @g B Ditfusion x https://dl.acm.org/doi/abs/10.1145/3627673.3680085

Ricker % A (2024) iﬁg mﬁgﬁ V https://github.com/jonasricker/aeroblade

Liu HA# A (2024) %gﬁ ProGAN X https://ieeexplore.ieee.org/document/10657197

Li Y45 A (2024) Eg% PolarDiffShield https://github.com/li-yanhao/masksim

Tan C % A (2024) Eg% ForenSynths github.com/chuangchuangtan/NPR-DeepfakeDetection

Li SZ A (2024) ﬂﬁgg{% Genlmage % x https://dl.acm.org/doi/10.1145/3664647.3689003
Wang X 5£ A (2025) ﬁi— Genlmage N lix.polytechnique.fr/vista/projects/2024_detector wang

i F
Fu H%5 A (2024) Unfiit Genlmage % x https://dl.acm.org/doi/10.1145/3664647.3689002
k.

Shen % A (2025) Egg Genlmage x https://ieeexplore.ieee.org/document/10890455
Huang 7 %% A (2025) %%gﬁ SID-Set%s https:#hzlsaber.github.io/projects/SIDA/
Wang Y %2 A (2025) %gﬁ SD1.5 % N https://github.com/iamwangyabin/OpenSDI
Fu X, Yan 2§ A (2025) %g% SDv1.4 % x https://icml.cc/virtual/2025/poster/44442
Km%w@wixg) %g% LatentDiffusion v https://mever—team.github.io/spai

2025 Li 045 A (2025) Wﬁ% ProGAN N https://github.com/Ouxiang-Li/SAFE
Chu %A (2025) ﬁg— FD;i‘;SS‘z x https://arxiv.org/abs/2412.07140
Yang G 5% A (2025) ﬁgi th CoCo X https://arxiv.org/abs/2507.02995
ViRV
Choi % A (2025) %gﬁ - A-Genlmage X https://arxiv.org/abs/2507.02995
ﬂ
Guillaro %5 A (2025) ﬁgg SD1.5 N github.com/grip—unina/B—Free
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Fagk
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Tao % A (2025) U”ﬁ:m ForenSynths 2. v/ https://github.com/rstao—bjtu/SAGNet/
Jia % A(2025) ’ET th ProGAN 4§ X ieeexplore.ieee.org/document/11093000/media#tmedia
Deng % A\ (2025) ’E?i th CASIA % x hitps://doi.org/10.1016/j.engappai.2025.111325
Tan D 5% A (2025) JET th ForenSynths X https://doi.org/10.1016/j.as0¢.2025.113873

./,
w

U R BRI AR (O P s R AR UL T B 1 8 SIS

BRI S AU A 5 1, WF58 8 B0 TR
TR A SRS AR 0 3l 7 e AU o U7 3K — (oA ke
B (M 45, 2020) , ok 25 B AN S . 540 T A Synth-
buster (Bammey 4§ , 2024 ) 3= 24 6 T 15 19 [ 5 38 7
TR G AR % 22 |, 17 MaskSim (Li Y %5, 2024) 3% 4
S AR FE T I R SR 1 3 O KGR T 27 2
R 2l 285 SR, LA T A 00 g R0 M A HE R P . AR
JRCHIL BRI 7 T, WP A0 TR M 28 2R A0 5 | A AR 52
AINTEA T . BFFEALA B W) G R E R R LA
oE B Oy B (Nataraj 45 2019) , ¥ 2] LGrad (Tan C
85,2023 AR B 23 TR AR S 15 5, T e
J R NPR(Tan C %5, 2024 ) %53 1o B R38R R A
KR MARAS E 7R FRAE SR OIRIES AR 251
PEORRE | SEBL T R ORI A R BEAG A S3 32 AL
WRE ) o WA, A6 38 SE TR ARy T, A DG 9 95
.5 AR ERARLL , A2 iR A9 DCT R 80 A 1
B T AR 2 HE (Bonettini %5, 2021) , 7 HLAE AR
(0,30 3 8] 3% B0 M R 3 Y AR GE T D 22 (Jia 55
2025) X EEGETF S AR I AR R

LR TT B AU A 5 T SCRAAE  fE e A
FOE A RN A AT N T . AR BiR ST
18 P8 S0 B J7 1k DA HC B A7 TR 08 )3 e i e B
I B2 AR S R, A i ARG Rp 2 i 0 14 5l
S AT R 20E LS BRI , 2
W b AT M 5 R — AR UL i 2ok X 455
BOEAT R R Al 1B 5 ) R G KU

YT, O TR S R AR BN RE ) AF ST AR
C % 1 P B AN 7 1] H—J2 A 10, 227 FFAE
Bl A Y 4R R B A HL T (Alam 55, 2024 Meng s
2024) , R K AR A TE 2 B RN AL i o A ey, el
28 P U A A 1) FR O35 s ) G PR A A8 48k, T 7

Wi J 11 AR IE 20 o BB, 33 Aol S TR 19 45
TR 25 5 5 4 A AH S Pk S, SEB T ARG 8 e
14 S 2 B T 5 L R 1) WA B A A B LS T R AR
T LGrad(Tan C45,2023) Fl NPR(Tan C 45,2024 ) 55
AR 75 0 AL P [ A B | 3 S PR 2 I 3 J2
PL3E 3 X 25 58 2 T BRI, B e BRI T B Ol 5
ARSI A

2) M I ) SRR N Rtk . BR T
208 B O R, NI R BEAC B AT TH R
AL 2 5 v g i L, SR B T Iz AR ) 1Y 0 —ARiE
1o HAZ U BARE T 5| SR B9 1 SN 255 ki
RAHSEPE” o W 11 TR, 3 — 4503 1) A6 0 AF 5 ]
KRBT T RRIE AR A5 1 i B i =N 2 1
BTN N 28 25 5 00 12 A Mk L, BF S TE R TR 2 T

RSN ERY R4

Fig. 11 Training optimization

T R TE RR IR 2R 2 T E AT U R 2
CADDM (Dong S %, 2023) F| 4 I 2 e | &
R R AL T R P52 X 3, T SAGNet(Tao 55 ,2025)
W SRe P XS e P 0 2 S s 3 o o7 s ) 1) 1 38 3 i
BUHI o 2 AR B S O (55, B0 1 85 R Aar I iy
Rk #E—20  SRm i ) ) A s AR A
A3 AT LA AT RS 2 09 K Bk OGP . LSDA (Yan 5%,
2024 ) | FH ¥ 5 25 0] 1) it T2 AR 46 26 il 22 R A 1 Bh 1
FRAE/3 4, DRCT (Chen B 25,2024 ) I 2545 4 i A
Az L) X T ) b ST HEZR | DL A B R 1YY
FINH Tk Le SRS I W] 22 i 1 BRI 2R 8 o Ao
— MBS, BRI T AR MG iz Ak
BT o B AR A 14 3 W W2 P A 5 52 i i A 7
#He 4k, B-Free (Guillaro %5 , 2025 ) i i #4 7 5 H 52 5]
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Fig. 10 Schematic diagram of multi-source feature fusion

Uiz AN Tnd 4 I BRER 2: ERiEiBsE | FAER 3: HMiER
@M{ REER | N 500 oamswn
hitthEs oy HERE
I CADDM | - LSDA
SRR iﬁ&» SEALBEIE
| EAEGE | HER
( SAGNet | SAGNet
EﬁrﬂHﬁﬂ‘ B e HEIERA SRS
RIS 2T BREREIGTE
BIZEARHEESE ZHASHERINS

BNASE R VEBLIY G UREART , T R T & 46 b iy
[E] A7 A 250 22 , DT B 130 (AR 0 e 1 7 1
PR A AR I ZRER BT, DARAS E 4R T T4l
FEOEAY S

25 LR, 3 e 2 i WAL AL 7 ik 2 ) i i 4 Y
HEET A RS . X RO G HESh TR T %
N E W) FE AR 25 18] (14 J5 A B AR , & Joe 38 4040 )2 i
R 5 55 0] U Sk Bt i A R T, DU RISk
it RS 83 A TR

3) FEAIAS A AT A Sl EC AR o AR SR L
CLIP (Contrastive Language-Image Pre-training) (Rad-
ford 2, 2021) AR AP IE -1 5 FER AL (Vision-
Language Models, VLM ) AR T e R
B SRR R RRUSE I SCRAE 4R B TIN5 BT 3 BB
W ALE ST, VLM RE G 14 5t 4 AR 28 19 2% (con-
volutional neural networks, CNN) (Lecun % , 1998 ) i
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